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A practical guide to creating a secure network infrastructure

- Understand basic cryptography and security technologies

- |dentify the threats and common attacks to a network infrastructure

- Learn how to create a security policy

- Find out how to recover from a security breach

- Study specific implementation scenarios for securing your network environment
- Learn about advances in security technologies

Designing Network Security, Second Edition, is apractical guide designed to help you understand the
fundamentals of securing your corporate network infrastructure. This book takes a comprehensive look at
underlying security technologies, the process of creating a security policy, and the practical requirements
necessary to implement a corporate security policy.

Y ou will gain athorough understanding of basic cryptography, the most widely deployed security
technologies, and key emerging security technologies. Y ou will be able to guide the architecture and
implementation of a security policy for a corporate environment by knowing possible threats and
vulnerabilities and understanding the steps required to perform a risk management assessment. Through the
use of specific configuration examples, you will learn about the features required in network infrastructure
equipment to implement the given security policy, including securing the internal corporate infrastructure,
Internet access, and the remote access environment.

This new edition includes coverage of new security features including SSH on routers, switches, and the
PIX(r) Firewall; enhancementsto L2TP and IPSec; Cisco(r) LEAP for wireless networks; digital certificates;
advanced AAA functionality; and Cisco Intrusion Detection System features and products. Additional
practical examplesinclude current security trends using VPN, wireless, and Vol P networking examples.

This book is part of the Networking Technology Series from Cisco Press(r), which offers networking
professionals valuable information for constructing efficient networks, understanding new technologies, and
building successful careers.
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From reader reviews:
Nancy Reese:

This book untitled Designing Network Security (2nd Edition) to be one of several books which best seller in
this year, that's because when you read this guide you can get alot of benefit init. You will easily to buy this
book in the book retailer or you can order it through online. The publisher of the book sells the e-book too. It
makes you more easily to read this book, as you can read this book in your Mobile phone. So thereisho
reason for your requirements to past this publication from your list.

Philip Cooper:

Isit anyone who having spare time and then spend it whole day by watching television programs or just
telling lies on the bed? Do you need something totally new? This Designing Network Security (2nd Edition)
can be the solution, oh how comes? The new book you know. Y ou are and so out of date, spending your
extratime by reading in this brand new erais common not a geek activity. So what these guides have than
the others?

Jan Dixon:

Y ou may get this Designing Network Security (2nd Edition) by check out the bookstore or Mall. Just
viewing or reviewing it might to be your solve challenge if you get difficulties on your knowledge. Kinds of
this book are various. Not only through written or printed but additionally can you enjoy this book by simply
e-book. In the modern era such as now, you just looking by your local mobile phone and searching what your
problem. Right now, choose your ways to get more information about your reserve. It is most important to
arrange you to ultimately make your knowledge are still up-date. Let'stry to choose correct ways for you.

Bonnie Parker:

What is your hobby? Have you heard this question when you got pupils? We believe that that query was
given by teacher with their students. Many kinds of hobby, Every person has different hobby. So you know
that little person such as reading or as examining become their hobby. Y ou have to know that reading is very
important in addition to book as to be the thing. Book is important thing to add you knowledge, except your
own teacher or lecturer. Y ou see good news or update about something by book. Many kinds of books that
can you decide to try be your object. One of them is this Designing Network Security (2nd Edition).
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